Abstract. Online Social Networks form an increasingly important part of people's lives. As mobile technologies improve accessibility, concerns about privacy and trust are more apparent as advertising becomes a critical component of most social network's economic model. In this paper we describe the PICOS project's research into privacy preserving advertising options for social networks. We introduce an architecture that includes new concepts and technologies specifically designed to improve privacy and trust as well as advertising opportunities within social networks.
offerings. Social networks are especially attractive for targeted advertising and viral marketing campaigns [18] .
However, the inclusion of personal information regarding users in these activities raises questions about user privacy and the use of their personal data. The desire by users for privacy within social networks on the one hand, and the need for advertising in these social networks on the other hand, creates a certain tension between the interests of the involved stakeholders. A balance needs to be achieved between these partially diverging interests of the involved parties, namely users, advertisers and the social network provider [3] .
Research question and approach
Consequently, a new approach to identity management in social networking services is required in order to meet the stakeholders' different needs. Within the PICOS project 3 , we had the goal to develop such a new approach to identity management that would enhance trust, privacy and identity management aspects of social networking services, while at the same time enabling 3 rd party services including marketing and advertising.
PICOS started with a phase of preliminary activities, including the analysis of related contemporary research and an investigation of the context of communities (e.g., legal, technical and economic aspects) (c.f. [9] , [10] , [3] ). Based on requirements of three exemplary mobile communities (anglers, online gamers, taxi drivers), we designed a community platform architecture including concepts to address the gathered requirements [5] . The developed concepts were implemented as prototype community platform and community applications, which we subsequently tested in user trials and evaluated with regard to trust, privacy, usability, ergonomics and legal issues (c.f. [17] ). This paper reports on the PICOS community platform architecture [5] , focusing in particular on the targeted advertising component 4 . The following section provides a brief overview of the PICOS architecture and its concepts. Section 3 focuses on the advertising component, as a part of the architecture. Section 4 briefly provides details about the prototypical implementation of the architecture and the advertising component implementation in particular. Section 5 provides an overview of related work and section 6 concludes and indicates aspects for further research.
PICOS Architecture
The PICOS architecture has been designed to satisfy the needs of several stakeholders, and in so doing minimise the tensions around privacy and trust that would otherwise discourage contributions from any or all parties' involvement in the 3 The research leading to these results has received funding from the European Community's Seventh Framework Programme (FP7/2007-2011) under grant agreement n° 215056 community. To address the users requirements, the architecture consists of components which provide different functionalities (concepts). PICOS functionality is delivered as a service. Services could be hosted locally, but in the case of PICOS they are hosted centrally. In this client-server topology, clients (e.g. smart phones) process local services but rely on the social network for shared services and for services that are too demanding (in terms of computing and storage resources) for the client to host.
Stakeholders
In situations where personal information is being shared, it is common for the various stakeholders to have different opinions about the use of the data. In social networks these stakeholders are:
 Members/users: The subject of the personal data  Community providers: Community service and/or communications provider  Community operators: The entity responsible for the operation of the community  3 rd parties: E.g. advertisers, regulators, external service providers.
Components & Concepts
The PICOS architecture comprises a number of new concepts designed to enhance user privacy. The overall intention is to provide users with tools that help them manage their visibility within and outside of the community. The three main categories of concepts are:
Enhanced Identity Management. Based on the concept of mobile identity management [11] , the PICOS architecture supports users in managing the disclosure of their current position and mobile identity in communities. E.g. Sub-communities help users in selectively sharing personal information, as they represent a restricted area in which the sharing of content is limited to a sub-group of community members. Partial Identities [12] allow users to create different identities for use in different contexts and purposes. With the help of Partial Identities users are able to have a set of several identities in a single community, and decide for each identity what personal information they want to disclose. User controlled Information Flows. A balance is needed between revealing (publishing) personal information in order to use functionalities provided by the community, and maintaining a degree of privacy [3] . Location Blurring gives users the enhanced ability to hide their exact position without being completely invisible to others. It foresees the obfuscation of a user's position on a map at various levels. The users can control, who is able to see their exact and their blurred position. Privacy Policies enable users to selectively define policies that control who is allowed to see which kind of personal information. Privacy Awareness Support. Managing privacy by means of Partial Identities is a complex task. The Privacy Advisor component is designed to provide guidance on privacy related matters that may affect members as they interact with the community. Privacy (and trust) is subjective, and it is often difficult to find a single 'right answer' to questions and concerns about privacy. Hence, the Privacy Advisor is context sensitive and provides hints in specific situations that involve users' personal information (e.g. disclosure of location information, registration and profile management). It warns users when disclosure of information might place their privacy at risk.
The Advertising Component
The advertising component enables advertising activities to be carried out with due consideration of context and users' privacy preferences, managed by the aforementioned concepts. The foundation for this component was initially outlined in [24] . Within PICOS we targeted an exemplary application that was extended to include this advertising approach, resulting in a concrete social network service solution that gives users control over the use of their personal data. This unique approach is part of our community platform architecture and within one of our community application prototypes (gaming community prototype).
Approach
Communication can be regarded as one of the main activities conducted in social networks [32] . Hence, in order to include marketing (and in particular advertising) activities into social networks, these activities need to be integrated into the context of the communication processes, in order to be able to receive the attention of the participating users [24, 25] . Advertising can contribute to the communication in two ways: First, advertisers can provide targeted communication (targeted advertising) to social network users (Business-to-Consumer communication (B2C)). Second, advertisers can support the communication between users (viral marketing) (Consumer-to-Consumer communication (C2C)). While the targeting of advertising activities provides a benefit to the targeted users [2, 33] , at the same time viral marketing is used in existing social networks 5 to benefit from the intensive social interactions between users. By supporting both in a novel way, communication between marketers and users is tailored more to an individual user's needs and is consequently more relevant. Further, users are encouraged to communicate with each other about such relevant advertisements [20, 21] .
Component Elements
To support B2C and C2C communication processes, the social network provider acts as an intermediary between advertisers and users. This ensures that personal data of users is neither given to 3 rd parties nor that 3 rd parties have any direct access to it.
Instead, the social network provider (e.g. a game developer in the case of the gaming community example) serves both the advertisers and the consumers, while respecting their specific interests (e.g. privacy of users).
Support of B2C communication.
In order to support direct communication between advertiser and user, the social network provider needs to identify the users for which a particular advertisement might be relevant. He thereby conducts a matching operation between the users (consumers) and advertisers (represented by advertisements), based on profile, context and communication information. More targeted advertisements generally receive more attention by users, especially with regard to mobile usage scenarios [27, 36] . On the other hand, users can set their privacy preferences (e.g. using privacy policies and blurring settings) in response to the purpose of targeted advertising. This enables social network provider to respect privacy preferences and satisfy users' needs for relevant advertisements, while at the same time enabling advertisers' to fulfil their interests and reach their target audience. The whole process of supporting B2C communication can be divided into four steps, which are reflected in the design of the PICOS advertising component as follows (Figure 1) . Configuration. The advertising component provides a graphical interface, which allows configuring different advertising activities. As similarly described in e.g. [28, 29, 35 ] the advertiser can configure, which message he wants to deliver and whom he wants to target. Hence, the dimensions the advertiser needs to configure are the advertisement itself and the target profile. The form of an advertisement can be a selection of different types, e.g. banners, pop-up, etc. By defining the attributes of the target profile, the advertiser can describe his targeted users. Example: Target Profile: "male, 20-35 years, within 2 km around my shop, between 12 h and 18 h, key word in communication: 'lunch'" The advertiser can configure how many attributes need to be equal in order to achieve a "matching" of target profile and user profile. For each attribute, the advertiser can also configure if this attribute needs to match in every case. In such a situation, no matching can be achieved if these "necessary" attributes are not fulfilled. E.g., if a user needs to be at least 18 years of age in order to receive an advertisement. Analysis. In order to determine which advertisement might be relevant for which user, information about the user is needed, which is gathered from the user profile, the context and communications/interactions with other users [24] . The user profile contains attributes such as age, interests and favourite locations. The context is mainly described by the current location of the user (as geo-coordinates) in combination with the time and information which might be derived from the location (e.g. current weather conditions at this location). Communications could be all kinds of interactions in which a user communicates with other users, e.g. directly (mailing or chatting) as well as indirectly (e.g. via contributions in sub-communities). Such additional information, which has not been combined in previous approaches in a similar way, allows a more precise characterization of users and to draw conclusions about what users are doing, in addition to who they are. The gathered information leads to a dynamic user profile, which contains the profile, the context and communication information about the user.
Matching. The dynamic user profile characterises the user in his current context. In the "Matching" process the dynamic user profile and the target profiles are compared.
There are different ways to realise such matching in an actual implementation, and which of these ways is chosen might depend on various economic, organisational or technical reasons. In our case a comparison of attributes is conducted. If a pre-defined number of attributes are equal, a match is given. In the approach described by [24] , the matching additionally contains a comparison between the communicating users. This is to identify similarities and common interests between them and present matching advertisements not only to one but to both of them. Display. In the final step of the process, the actual advertisement needs to be shown to the identified matching users. In practice this also includes further considerations regarding the users' device. It might be necessary to adapt the advertisement due to technical specifications or limitations of particular devices and/or operating systems.
Support of C2C communication.
The support of C2C communication is based on the principle of viral marketing, that is to initiate a marketing message and let it spread from one user to other users (who distribute it further) like a virus [cf. 18] . The goal here is to establish and support such a viral (marketing) process. In literature and practice there is a varying understanding about how viral marketing works in detail [26] . In many social networks viral marketing is conducted by introducing a product or brand to the community (e.g. with a related profile or group on Facebook). The difference in our case is that viral marketing is designed to work in a targeted way, in order to address several opinion leaders who further spread the message [16] . This process comprises the following steps:
Configuration. As in B2C support the advertiser has various options to configure an advertisement and to describe the targeted users, including targeted characteristics (e.g. age, interests). The configuration also includes options regarding the form of the delivery (e.g. pop-up, text message, etc.). The distinctiveness is that the advertiser defines the characteristics of the "key users", which should be addressed in order to further spread the advertisement. These users are regarded as opinion leaders, which have a stronger influence on their social surrounding [21, 26] . Depending on the actual advertisement which shall be delivered, there are different definitions of who the "key users" are, e.g. users who are very active with regard to communication, or users who have many relationships to other users (friends) or certain characteristics (e.g. a certain age). The definition of key users might also be a combination of such different characteristics.
Analysis & Matching. The analysis of user information (profile, context, communication) leads to a dynamic user profile, consisting of profile, context and communication information, as described previously. In the "matching" step, the characteristics of the key users (target profile) are compared to the dynamic profile of a user. The difference to the Matching process for targeted advertising is that only a limited number of matching users are addressed, namely the key users. These users are the users which match best with the target profile and fulfil the mentioned characteristics of key users.
Seeding. This phase includes the actual delivery of the advertising message to the identified key users, the so-called "seeding", in order to allow them to pass on the delivered message. Depending on how an advertisement is configured the form of delivery may vary. To support the action of forwarding (spreading) of the delivered message, advertisements need to contain a possibility to immediately and easily share them with other users (e.g. context Link on a specific site, Banner with possibility to forward, etc.).
Triggering. The whole viral marketing process is intended towards the viral distribution of the advertisement. Hence, an important part in this approach is not only to identify adequate users and provide them with the advertising message, as described before, but also to provide or support a motivation to these Users to forward advertisements they receive [30] . One step to support this is already the targeting itself, considering that we aim to provide only highly relevant advertisements to users. Further, an already existing intrinsic motivation of users to forward advertised messages, can be supported by the availability of technical possibilities, which allow and simplify a further recommendation to other users (e.g. "forward" button).
Prototypical Implementation
The PICOS architecture is a service oriented architecture consisting of 1) access and user management features, and 2) service delivery features. The current J2ME 6 based embodiment consists of a set of hosted web-based services, which implement the described concepts.
The advertising component is implemented based on the example of "commercial points of interest" (CPOI), e.g. cafés, shops, etc. For these CPOI's, a target user profile can be defined for some exemplary attributes (e.g. age). A matching is realised by comparing the attributes between this profile and profiles of users within a certain proximity of the CPOI. Under consideration of users' privacy preferences, advertisements are provided to matching users. The PICOS Privacy policies enable users to select the information which may be used for advertising. A recommendation mechanism further allows supporting user-to-user communication (C2C). Therefore a recommendation button is directly integrated in an advertisement.
Related Work
The aspect of privacy in online social networks is discussed intensively in the research area (cf. e.g. [13, 14, 15] ), but there with focus on online social networks usually not considering the special aspects of mobile social networking services.
Other projects, such as PRIME 7 , PrimeLife 8 , PEPERS 9 and DAIDALOS
10
, have carried out work in this area. However, their work was focused on different aspects, e.g. on privacy and identity management in general (PRIME, PEPERS, DAIDALOS) or privacy in communities but not with regard to a specific application domain (PrimeLife). There are also some concepts in theory and practice which aim to help the user with regard to privacy. For instance, the "Privacy Bird" from AT&T 11 advises users on the privacy of website, using a P3P 12 policy matching algorithm. The Trustguide 13 research confirmed that openness backed up by education, which together provide enhanced understanding and awareness, engenders trust. This is particularly true when applied to situations involving privacy.
Regarding work in relation to the advertising approach, there are a few publications that focus on this aspect with regard to social networks. While some address general aspects, such as business models [4, 25] , many focus on the application of viral marketing in the context of communities (e.g. [6, 7, 8, 31] ). As mentioned, [24] is concerned with a deeper integration of marketing into the communication processes within social networks, and provides the basis for the advertising approach described in this paper.
Conclusion
The PICOS Architecture serves as a basis for integrating privacy enhancing concepts and advanced advertising into (mobile) community infrastructures. The architecture enables providers, users and involved 3rd party stakeholders to provide and use privacy enhancing social networking features. The advertising approach adopted by the architecture shows how a deeper integration of advertising is possible in (mobile) social networks and how the tension between diverging interests of the involved stakeholders can be addressed. The prototypical implementation of the PICOS architecture has further shown the feasibility of enclosed concepts such as those focused on in this paper. The currently ongoing analysis and evaluation of the PICOS user trial results will give additional insights on this. Nevertheless, further research on the integration, usage and benefits of the concepts, and in particular advertising in social networks, remains a challenge for advertisers and social network providers. Much research in this area considers specific aspects of marketing or advertising. However, holistic approaches are needed in order to consider the different stakeholders in social networks and the factors which influence the success of marketing activities. In one of our next steps our research activities will focus on specific application scenarios, considering the diversity of social networks and as well the diversity of products and brands which are subject to marketing.
